A cycle of elliptic curves is a list of elliptic curves over finite fields such that the number of points on one curve is equal to the size of the field of definition of the next, in a cyclic way. We study cycles of elliptic curves in which every curve is pairingfriendly. These have recently found notable applications in pairing-based cryptography, for instance in improving the scalability of distributed ledger technologies.
Introduction
A cycle of elliptic curves is a list of elliptic curves defined over finite fields in which the number of points on one curve equals the size of the field of definition of the next, cyclically.
Definition 1. An m-cycle of elliptic curves is a list of m distinct elliptic curves E 1 /F q 1 ,. . ., E m /F qm , where q 1 , . . . , q m are prime, such that the numbers of points on these curves satisfy #E 1 (F q 1 ) = q 2 , . . . , #E i (F q i ) = q i+1 , . . . , #E m (F qm ) = q 1 .
(
This notion was introduced in [SS11] with the name of aliquot cycles. The case of 2-cycles of ordinary curves, also called amicable pairs, was introduced in the context of primality proving by [Mih97, Mih07] under the equivalent notion of dual elliptic primes (see Appendix A).
Silverman and Stange [SS11] showed that cycles of arbitrary lengths exist, and gave conjectural estimates, for any elliptic curve E/Q, of the number of prime pairs (q 1 , q 2 ) such that reducing E modulo q 1 and q 2 gives an amicable pair. Cycles of elliptic curves were further studied in [BBC + 12, Jon13, Par15, Par17] , and some of these works refined and proved on average the conjectured estimates, showing that amicable pairs are asymptotically common.
In [BCTV14] the notion of cycles of elliptic curves was extended for applications to pairing-based cryptography.
Definition 2. A pairing-friendly m-cycle of elliptic curves is an m-cycle such that every elliptic curve in the cycle is ordinary and has a small embedding degree.
Overview of results
The stark difference in the current understanding of pairing-friendly cycles when compared to aliquot cycles, as well as applications to pairing-friendly cryptography in the real world, motivates a systematic study of pairing-friendly cycles. In this paper we initiate such a study, and our main results are the following.
1. Prior to this work, the only construction of pairing-friendly cycles was a 2-cycle from a family of curves called MNT curves, named after Miyaji, Nakabayashi, and Takano [MNT01] . A natural question to ask is: can one construct other cycles consisting of MNT curves? In this work, we construct a new pairing-friendly cycle of length 4 using MNT curves. We also characterize all the possibilities for cycles consisting of MNT curves, showing that any MNT cycle must have length 2 or 4, and that the curves must have embedding degrees alternating between 4 and 6. See Section 4 for details.
2. We then study arbitrary pairing-friendly 2-cycles (not derived from a particular family). We prove that 2-cycles of elliptic curves with embedding degrees (5, 10), (8, 8), or (12, 12) do not exist. The technique that we use relies on the fact that the cyclotomic polynomials of these embedding degrees have degree 4. In particular, we do not know how to extend this result to any other embedding degrees (k 1 , k 2 ). See Section 5 for details.
3. We move to study pairing-friendly cycles of arbitrary length. One strategy to construct cycles could be to pick a parametrized family of elliptic curves and try to construct cycles consisting of curves from the same family (like for MNT curves). What must the parameters of the family satisfy for such constructions to be possible? We prove that if the curves have the same discriminant for complex multiplication D > 3, then we cannot construct cycles of length greater than 2 (Section 6). This implies that to construct elliptic curve cycles, we must use curves from families of varying discriminants.
4. So far we discussed cycles consisting of elliptic curves of prime order. What if we relax the definition of cycles to allow composite (non-prime) order elliptic curves in which the number of points on one curve is a multiple of (but not necessarily equal to) the size of the field of definition of the next? We prove that composite-order cycles cannot exist (see Section 7). This is a strong restriction as it implies that we must construct cycles using pairing-friendly elliptic curves of prime order. Unfortunately, there are very few constructions of families of such curves in the literature, regardless of cycles.
5. Lastly, we study the other known families of pairing-friendly elliptic curves of prime order (apart from MNT curves): the Freeman curves and the Barreto-Naehrig curves. We prove that cycles within each of these families do not exist (Section 8). This means that, if one wants to obtain cycles from curve families, one must consider combinations of current families (or study future constructions of prime-order elliptic curves).
Overall, cycles of pairing-friendly elliptic curves seem much harder to understand, and to construct, than cycles of arbitrary elliptic curves. While our results have for the most part established limitations of pairing-friendly cycles, our outlook is optimistic. Our work demonstrates that studying pairing-friendly cycles is tractable and, moreover, points the way to concrete research questions that could lead to more tools for studying these cycles. We thus conclude the introduction with a selection of open problems.
Open problems
1. Do there exist cycles consisting of elliptic curves with the same embedding degree? The varying embedding degrees in current constructions of cycles is inconvenient because, in practice, curves in the cycle have different security levels.
2. Can we construct cycles of embedding degrees greater than 6? All known pairingfriendly cycles involve embedding degrees at most 6, which means that it is inefficient to use such cycles at high security levels (e.g., 128 bits of security). It would be desirable to construct, or rule out, cycles of higher embedding degrees (say, 20).
3. In particular, can we construct 2-cycles of higher embedding degrees? Our technique for ruling out pairs with embedding degrees (5, 10), (8, 8), or (12, 12) sheds some light on other pairs (k 1 , k 2 ) for which Φ k 1 (x) = Φ k 2 (−x), but it does not seem to extend to the case deg Φ k 1 (x) > 4. We believe that it would be especially interesting to study pairs with embedding degrees (16, 16), which have cyclotomic polynomial x 8 + 1.
4. Do there exist cycles consisting of elliptic curves with the same discriminant and the same embedding degrees? Our work demonstrates that sharing the same discriminant is already quite limiting, and it would be interesting to understand how this requirement interacts with that of sharing the same embedding degree.
5. Are there cycles from combinations of MNT, Freeman, and Barreto-Naehrig curves? Our preliminary investigations via Gröbner bases suggest small cycles are unlikely, but the question remains open for arbitrary-length cycles.
Preliminaries

Elliptic curves and pairings
Let E be an elliptic curve over a finite field F q , where q is a prime. We denote this by E/F q , and we denote by E(F q ) the group of points of E over F q , with order n = #E(F q ). The trace of E/F q is t = q + 1 − n. By Hasse's theorem [Sil09, Theorem V.1.1], t satisfies |t| ≤ 2 √ q.
We say that E is supersingular if t ≡ 0 (mod q), otherwise E is ordinary. The endomorphism ring End(E) of E consists of morphisms from E to itself that are also group homomorphisms on its points. If E is supersingular, then End(E) is an order in a quaternion algebra. If E is ordinary, then End(E) is an order in an imaginary quadratic field Q( √ −D), for some positive squarefree integer D. We call D the discriminant, and we say that E has complex multiplication in Q( √ −D).
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Let r ≥ 2 be an integer relatively prime to q. We denote the r-torsion points of E by E[r], and we denote the group of r-th roots of unity in the algebraic closure of F q by µ r . The Weil pairing is a bilinear non-degenerate map
The embedding degree with respect to r is the smallest integer k such that r divides q k −1. In the case of prime-order curves, if r = n we simply say that E has embedding degree k.
The Weil pairing was first used in cryptography to reduce the discrete logarithm problem on E[r] to a discrete logarithm problem in µ r , which is contained in F * q k [MOV93, FR94] . Subsequently, starting with the work of [BF03, Jou04] , the Weil pairing was used to achieve numerous cryptographic capabilities. For security, it is necessary to choose the embedding degree k such that the discrete logarithm problem in F * q k is computationally infeasible. On the other hand, the embedding degree cannot be too large, or the computation of the Weil pairing (which grows linearly in k) would not be efficient enough for cryptographic applications.
We say that an elliptic curve E/F q is pairing-friendly if E(F q ) has a large prime-order subgroup, and if the embedding degree is small (see [FST10] for a more precise definition). A random elliptic curve has a large embedding degree and thus is not pairing-friendly. Constructing pairing-friendly curves with specified parameters is a difficult problem with strong practical motivations that has been extensively studied. It was shown in [MOV93] that supersingular elliptic curves can have embedding degree at most 6, and if the characteristic of q is not 2 or 3, the embedding degree is at most 3. As we are interested in large values of q and higher values of k for applications in cryptography, we focus on ordinary elliptic curves.
The known methods to construct ordinary pairing-friendly curves proceed by first finding parameters q, r, t, k such that there exists an elliptic curve E/F q with trace t, a prime-order subgroup of size r, and embedding degree k. The complex multiplication method is then used to find the equation of the curve. This works if the CM equation 4q −t 2 = Dy 2 has a solution with y ∈ Z and small positive discriminant D ∈ Z. Indeed, state-of-the-art algorithms run in time O(D polylog D) and are only feasible for D of size up to 10 16 [Sut12] . It is useful to view the condition on the embedding degree via cyclotomic polynomials. Let Φ m be the m-th cyclotomic polynomial (the minimal polynomial over the rationals of an irreducible m-th root of unity). It is known that (see for example [Was97] )
Lemma 1. Let E/F q have prime order n. Then E has embedding degree k if and only if k is minimal such that n divides Φ k (q).
Proof. The condition that k is the embedding degree implies that k is minimal such that q k ≡ 1 (mod n). Using basic results on cyclotomic polynomials (see [Was97, Lemma 2.9]), this is equivalent to the condition that n|Φ k (q).
This can be converted into a result relating n to the trace t.
Lemma 2 ([BLS02]
). E/F q has embedding degree k if and only if n|Φ k (t−1) and n ∤ Φ i (t−1) for all 0 < i < k.
Families of pairing-friendly elliptic curves
We consider families of pairing-friendly elliptic curves with a fixed embedding degree, whose parameters are defined by polynomials. These are useful for generating curves for applications, where curves of arbitrary size are desired. Each family is parametrized by polynomials (q k (x), n k (x), t k (x)), representing the field of definition, number of rational points, and trace respectively, where k is the embedding degree. These have to satisfy that
, and there must be infinitely many integer solutions (x, y) to the CM equation
Miyaji, Nakabayashi, and Takano [MNT01] characterized all families of ordinary primeorder elliptic curves with embedding degrees k = 3, 4, 6. For these embedding degrees, the cyclotomic polynomial is quadratic, and the CM equation can be transformed into a generalized Pell equation. These families are parametrized by the polynomials in Table 1 . We refer to elliptic curves belonging to the MNT families in Table 1 as MNT curves. 
For other embedding degrees, there is no analogous characterization of all elliptic curves with a given embedding degree. Moreover, there is currently no method to construct families of prime-order elliptic curves of arbitrary embedding degrees. (If we allow for composite orders, there are algorithms to construct elliptic curves of arbitrary embedding degrees [CP01, DEM05] .) There are two other constructions of prime-order families, stated below.
Freeman [Fre06] has constructed a family of prime-order elliptic curves with k = 10, which is parametrized by the following polynomials:
Barreto and Naehrig [BN05] have another construction with k = 12, parametrized by
Other constructions of pairing-friendly elliptic curves have composite orders. These include the families of Brezing and Weng [BW05] and of Barreto, Lynn, and Scott [BLS02] .
Cycles of pairing-friendly elliptic curves
In this paper we study cycles of pairing-friendly elliptic curves. This notion was introduced in [BCTV14] for applications in cryptography. We re-state Definition 1 below.
Definition 3. An m-cycle of elliptic curves is a list of m distinct elliptic curves E 1 /F q 1 ,. . ., E m /F qm , where q 1 , . . . , q m are prime, such that the numbers of points on these curves satisfy
Cryptographic applications require curves in the cycle to have small embedding degree.
An m-cycle is a special case of a (k 1 , . . . , k m )-cycle where the k i 's are arbitrary positive integers (or possibly infinity).
If we require that q 1 , . . . , q m are distinct primes, Definition 3 is equivalent to the notion of aliquot cycles for elliptic curves E/Q by Silverman and Stange [SS11] . An aliquot m-cycle for E/Q is a sequence of distinct primes (q 1 , . . . , q m ) such that E has good reduction at each prime and, if we denote the reduction of E at q i byẼ q i , then
Given an aliquot m-cycle, we can construct an m-cycle of elliptic curves by setting E i := E q i for each i. Conversely, given an m-cycle where q 1 , . . . , q m are distinct, we can construct a curve E/Q by computing its coefficients via the Chinese Remainder Theorem in such a way that E's reduction at each q i is E i .
It is known that cycles of arbitrary lengths exist, based just on the Hasse bound and the fact that every trace in the Hasse bound is realized by an elliptic curve [Deu41] .
Proposition 1 ([SS11, Theorem 5.1]). For every m ≥ 1 there exists an elliptic curve E/Q with an aliquot m-cycle.
However, the foregoing result does not take into account the embedding degrees of the curves. In particular, it is not known if pairing-friendly cycles of arbitrary lengths exist.
The focus of this paper is the study of pairing-friendly cycles of elliptic curves. This is a significantly more restrictive notion than the aliquot cycles introduced in [SS11] , since a random elliptic curve would not have a small embedding degree. Moreover, there are only few known families of prime-order elliptic curves with small embedding degrees (see Section 2.2 for a list of all such families). Even without the condition that the curves form a cycle, it is already a difficult problem to construct pairing-friendly elliptic curves of prime order.
We list below a few observations that we will use in this paper. First, the lemma below implies that to construct cycles of elliptic curves for applications (where the size of the finite fields tend to be large), we need only consider ordinary elliptic curves.
Lemma 3. Let E 1 /F q 1 ,. . ., E m /F qm be an m-cycle of elliptic curves, where q 1 , . . . , q m ≥ 5 are prime. Then all the curves must be ordinary elliptic curves.
Proof. It is known that for any elliptic curve E/F q with q ≥ 5 prime, E is supersingular if and only if #E(F q ) = q + 1, see for example [Sil09, Exercise 5.10]. Suppose E i /F q i is supersingular for some i, then #E(F q i ) = q i + 1 = q i+1 . But since q i is prime, q i + 1 is even, hence this cannot hold.
Next, we present a necessary condition for m elliptic curves to form an m-cycle. This condition is not sufficient as every trace in the Hasse interval can be realized by an elliptic curve [Deu41] , hence this condition is not a strong restriction on the curves in the cycle.
Lemma 4. Let E 1 /F q 1 ,. . ., E m /F qm be an m-cycle of elliptic curves, with traces t 1 , . . . , t m respectively. Then the sum of their traces satisfies
Proof. Let n i = #E i (F q i ), for each i = 1, . . . , m. Since the curves form a cycle, we have the constraints n 1 = q 2 , . . ., n i = q i+1 , . . ., n m = q 1 . If we sum up these m equations, we get n 1 + · · ·+ n m = q 1 + · · ·+ q m . Using the fact that n i = q i + 1 −t i , we get t 1 + · · ·+ t m = m.
MNT cycles
We consider pairing-friendly cycles consisting of MNT curves (see Table 1 ), which are the ordinary prime-order elliptic curves of embedding degrees 3, 4, 6. For brevity, we use the term MNT cycles for cycles where every curve is an MNT curve. In [KT08, BCTV14] , MNT curves were used to give the first construction of pairingfriendly 2-cycles. In this section, we construct MNT 4-cycles, and characterize the possible MNT cycles.
Proposition 2. All MNT cycles have lengths 2 or 4, and they are either (6, 4)-cycles or (6, 4, 6, 4)-cycles.
The proof of this result proceeds in a few steps. First in Lemma 5 we show that no curve in an MNT cycle can have embedding degree 3. Then in Lemmas 7 and 8 we show that no two consecutive curves in an MNT cycle can both have embedding degree 4 or 6. Finally we consider MNT cycles with alternating embedding degrees 4 and 6, and we show that these can only have lengths 2 or 4.
Lemma 5. Let E 1 /F q k 1 (x 1 ) , . . . , E m /F q km (xm) be an MNT cycle, with x 1 , . . . , x m ∈ Z and embedding degrees k 1 , . . . , k m ∈ {3, 4, 6}. Then none of the embedding degrees can be 3.
To show Lemma 5, we make use of the following result.
Lemma
Suppose that k j = 3 for some j. From Table 1 ,
However, this is not possible since 12x 2 j − 1 ≡ −1 (mod 3, 4, 6). We show that for any MNT cycle, no two consecutive curves can both have embedding degree 4 or 6.
Lemma 7. Let E 1 /F q k 1 (x 1 ) , . . . , E m /F q km (xm) be an MNT cycle, with x 1 , . . . , x m ∈ Z. Then no two consecutive curves can both have embedding degree 4.
Proof. Suppose to the contrary that k i = k i+1 = 4 for some i. Then n 4 (x i ) = q 4 (x i+1 ). From Table 1 , q 4 (x i+1 ) = x 2 i+1 + x i+1 + 1, and there are two possibilities for n 4 (x i ).
This is a contradiction if x i = −1, since the product of two consecutive nonzero integers is not a square.
2 But if x i = −1, then n 4 (x i ) = 1 would not be prime. Suppose n 4 (x i ) = x 2 i + 1. Then x 2 i + 1 = x 2 i+1 + x i+1 + 1, which implies
This is a contradiction by the same argument as above.
2 Suppose that for some nonzero x, y ∈ Z, x(x + 1) = y 2 . If x > 0, then x 2 < y 2 < (x + 1) 2 , which has no integer solutions for x, y. If x < 0, then x 2 > y 2 > (x + 1) 2 , which also has no integer solutions for x, y.
Lemma 8. Let E 1 /F q k 1 (x 1 ) , . . . , E m /F q km (xm) be an MNT cycle with x 1 , . . . , x m ∈ Z. Then no two consecutive curves can both have embedding degree 6.
Proof. Suppose to the contrary that k i = k i+1 = 6 for some i. Then n 6 (x i ) = q 6 (x i+1 ). From Table 1 , q 6 (x i+1 ) = 4x 2 i+1 + 1, and n 6 (x i ) = 4x 2 i + 2x i + 1. Thus 4x
This is a contradiction if x i+1 = 0, since the product of two consecutive nonzero integers is not a square. But if x i+1 = 0, then q 6 (x i+1 ) = 1 would not be prime.
We now consider MNT cycles consisting of elliptic curves with alternating embedding degrees 4 and 6.
Proof. We have the condition n 4 (x i ) = q 6 (x i+1 ). By Table 1 , q 6 (x i+1 ) = 4x 2 i+1 + 1, and there are two possibilities for n 4 (x i ).
If n 4 (x i ) = x 2 i + 2x i + 2, then x 2 i + 2x i + 2 = 4x 2 i+1 + 1, which we simplify to (
Lemma 10. Let E i /F q 6 (x i ), E i+1 /F q 4 (x i+1 ) be consecutive curves in an MNT cycle. Then x i+1 = 2x i .
Proof. We have the condition n 6 (x i ) = q 4 (x i+1 ). By Table 1, this gives 4x
We now show Proposition 2 that all MNT cycles are (6, 4)-cycles or (6, 4, 6, 4)-cycles.
Proof of Proposition 2. By Lemma 5, Lemma 7 and Lemma 8, all MNT cycles consist of curves with embedding degrees alternating between 4 and 6, and have even lengths. Let E 1 /F q 6 (x 1 ), E 2 /F q 4 (x 2 ), . . . , E 2m /F q 4 (x 2m ) be an MNT cycle. We first observe that Lemma 9 and Lemma 10 imply that |x 1 | = |x 3 | = · · · = |x 2m−1 |. Thus q 6 (x 1 ) = q 6 (x 3 ) = · · · = q 6 (x 2m−1 ). As there are only two possibilities for n 6 (x 1 ), n 6 (x 3 ), . . . , n 6 (x 2m−1 ), for the curves to be distinct we must have m ≤ 4, and if m = 4 then we must have x 3 = −x 1 . Let x := x 1 . Then Lemma 10 implies x 2 = 2x. By Lemma 9, either x 3 = x, in which case we have a (6, 4)-cycle, or x 3 = −x. For the latter case, Lemma 10 implies that x 4 = −2x, which gives us a (6, 4, 6, 4)-cycle.
By substituting the possible parameter values for x into the polynomials in Table 1 , we obtain the parametrizations of the possible families of MNT (6, 4)-cycles in Table 2 and (6, 4, 6, 4)-cycles in Table 3 . These cycles can be constructed by substituting integer values of x and checking if all the n(x)'s and q(x)'s are prime. −2x + 1 2x + 1 Table 3 : MNT (6, 4, 6, 4)-cycles.
The MNT (6, 4, 6, 4)-cycles in Table 3 are unions of two MNT (6, 4)-cycles. Indeed, the pairs (E 1 , E 2 ) and (E 3 , E 4 ) each form (6, 4)-cycles. Furthermore, E 1 , E 3 are defined over the same finite field. Interestingly, these are the only possible MNT 4-cycles, and no longer cycles consisting of distinct elliptic curves can be obtained by taking unions of MNT 2-cycles. Example 1. We give an example of an MNT (6, 4)-cycle, using the parametrization in Table 2 . If x = 1, we check that 4x 2 + 1 = 5 and 4x 2 − 2x + 1 = 3 are prime. We compute each of the two curves in the cycle using the CM method and Sage [The17] .
We list all the points of these curves in Table 5 .
Example 2. We give an example of an MNT (6, 4, 6, 4)-cycle, using the parametrization in Table 3 . If x = 3, we check that 4x 2 + 1 = 37, 4x 2 + 2x + 1 = 43 and 4x 2 − 2x + 1 = 31 are all prime. We compute the curves using Sage [The17] .
We list all the points of these curves in Table 6 .
Two-cycles of specific embedding degrees
In this section we prove the following result. The pairs (5, 10), (8, 8), (12, 12) are precisely the pairs (k 1 , k 2 ) whose cyclotomic polynomials satisfy Φ k 1 (x) = Φ k 2 (−x) and deg Φ k 1 (x) = 4. To prove Proposition 3, we first use these conditions to reduce from the problem of classifying (k 1 , k 2 )-cycles to that of finding integral points on a few quartic curves, with finitely many exceptions, in Lemma 12. We then classify all integral points on these quartic curves and the finitely many exceptions using computational tools, yielding no actual (k 1 , k 2 )-cycles.
Note that in the case of 2-cycles, when we require nontrivial embedding degrees, the two curves cannot have equal field sizes.
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We first prove the following more general result, which we hope will also have applications to other kinds of 2-cycles.
with q 1 > q 2 , and let c = q 1 − q 2 . Then q 1 q 2 | Φ k 1 (c). Additionally, for some integer d whose prime divisors are all congruent to 1 (mod k 1 ), there is an integer y such that
Proof. By Lemma 1, the condition that E 1 /F q 1 has embedding degree k 1 implies that q 2 | Φ k 1 (q 1 ). Then q 2 | Φ k 1 (q 1 − q 2 ) as well. Similarly, q 1 | Φ k 2 (q 2 − q 1 ) = Φ k 1 (q 1 − q 2 ). It follows that q 1 q 2 | Φ k 1 (q 1 − q 2 ) = Φ k 1 (c) as q 1 and q 2 are distinct primes. Then dq 1 q 2 = Φ k 1 (c) for some integer d. Using q 1 = q 2 + c, we can rewrite this as
For this quadratic equation in q 2 to have an integral solution, the discriminant
must be a perfect square, so that there is a y satisfying Eq. (16). Also, for any prime p | d, the above relation dq 1 q 2 = Φ k 1 (c) implies that p | Φ k 1 (c). Hence p ≡ 1 (mod k 1 ) by Lemma 6. Proof. Let c ≥ 83. Then Φ k 1 (c) > 0, so the relation dq 1 q 2 = Φ k 1 (c) implies d ≥ 1. Next, because E 2 /F q 2 has q 1 points, the Hasse bound implies |q 1 − (q 2 + 1)| ≤ 2 √ q 2 . Substituting c = q 1 − q 2 and rearranging shows q 2 ≥ (c − 1) 2 /4. The same holds for q 1 since q 1 > q 2 . Then dq 1 q 2 = Φ k 1 (c) implies
For each k 1 ∈ {5, 8, 10, 12}, we find that for c ≥ 83, the right-hand side is at most 17. Thus either c ≤ 82 or 1 ≤ d ≤ 16.
For each (k 1 , k 2 ) listed in Lemma 12, using the fact q 1 , q 2 | Φ k 1 (c) from Lemma 11, one can see that the case c ≤ 82 yields only finitely many (k 1
We now use computational tools to show that there are in fact no (k 1 , k 2 )-cycles.
Proof of Proposition 3. Using the fact q 1 , q 2 | Φ k 1 (c) from Lemma 11, it is easy to enumerate all (k 1 , k 2 )-cycles which have c ≤ 82, for (k 1 , k 2 ) ∈ {(5, 10), (8, 8), (10, 5), (12, 12)}. Doing so using Sage [The17] reveals no such examples. We now consider the case d ≤ 16. Restricting to values of d whose prime factors are all congruent to 1 (mod k 1 ), we are left with the cases shown in Table 4 . In the case (k 1 , k 2 ) = (12, 12), d = 13, we can enumerate the integral points of Eq. (16) using Magma's IntegralQuarticPoints function [BCP97] . Doing so gives no examples with c ≥ 83.
When (k 1 , k 2 ) = (5, 10) or (10, 5) and d = 11, Sage [The17] finds that Eq. (16) has no solutions over the ring of integers modulo 16, hence it has no integral solutions. Thus these cases also give no examples.
When deg Φ k 1 (x) > 4, the bound on d in Eq. (19) no longer converges to a finite value as c → ∞, so we cannot reduce to finding integral points on a finite number of curves as above. It would be interesting to find more general arguments which work for higher-degree cyclotomic polynomials, such as the case of (16, 16)-cycles, where Φ k 1 (x) = Φ k 2 (x) = x 8 + 1.
Cycles with the same discriminant
In this section we show that if we construct cycles from elliptic curves of the same discriminant D, then the length of the cycle must be small. This implies that to construct elliptic curves from polynomial families, we cannot use families with a fixed discriminant. The results in this section are independent of the embedding degrees of the elliptic curves. We first show that any 2-cycle of ordinary elliptic curves consists of curves with the same discriminant.
Proposition 4. Let E 1 /F q 1 , E 2 /F q 2 be a 2-cycle of ordinary elliptic curves. Then they both have the same discriminant for complex multiplication.
Proof. Let t i be the trace of E i for each i. Then q 2 = q 1 + 1 − t 1 and q 1 = q 2 + 1 − t 2 . This implies t 1 + t 2 = 2, and
The discriminant of E i is the squarefree part of 4q i − t Now let E i /F q i , E i+1 /F q i+1 be two consecutive curves in the cycle. Since
thus t i − 2 = ±t i+1 , and y i = ±y i+1 , by the uniqueness of the solution to the CM equation. Suppose that m ≥ 3. Without loss of generality, assume that q 2 is the smallest prime in the cycle. Then q 2 < q 1 , q 3 . From the previous paragraph we also have t 1 − 2 = ±t 2 . We consider the two cases separately.
If t 1 − 2 = t 2 , then q 2 = q 1 − 1 − t 2 . So we have the inequalities q 1 = q 2 + 1 + t 2 > q 2 , and q 3 = q 2 + 1 − t 2 > q 2 . Hence 1 > t 2 > −1 so t 2 = 0. But this implies that q 1 = q 3 , which contradicts the assumption that the q i 's are distinct.
If t 1 − 2 = −t 2 , then q 2 = q 1 − 1 + t 2 , so q 1 = q 2 + 1 − t 2 = q 3 . This again contradicts the assumption that the q i 's are distinct. The results in this section show that to construct m-cycles of elliptic curves with a fixed discriminant D, either m ≤ 2 or m = 6 and D = 3. This places a strong restriction on possible cycles, and implies that we cannot construct long cycles from a single family of elliptic curves with a fixed discriminant. For example, the Barreto-Naehrig curves [BN05] all have discriminant D = 3.
We also note that the results in this section do not depend on the embedding degrees of the elliptic curves. It remains an open question to understand how restricting the embedding degrees places further restrictions on the possible cycles.
Cycles with cofactors
Allowing for non-prime orders gives greater flexibility in constructing elliptic curves, while still having relevance to cryptographic applications. While there are few embedding degrees that can be achieved by current constructions of prime-order curves, there are methods that achieve arbitrary embedding degrees for composite-order curves [CP01, DEM05] . While composite-order curves tend to be less preferable than prime-order curves in applications, they can still be practical and sometimes even preferable. Nevertheless, we show in this section that allowing for non-prime orders does not give us greater flexibility in constructing cycles. Our arguments in this section rely only on the Hasse bound and the constraints on the orders of the elliptic curves posed by the cycle condition.
Definition 5. An m-cycle of elliptic curves with cofactors consists of m distinct elliptic curves E 1 /F q 1 ,. . ., E m /F qm such that for positive integer cofactors h 1 , . . . , h m ,
If all the cofactors are 1, then Definition 5 reduces to Definition 1. We show that, for any m > 1, we cannot have m-cycles of elliptic curves with any nontrivial cofactor (and large orders). We deduce this by considering only the Hasse bound on the orders of the curves.
Proposition 7. For all m > 1, there exists no m-cycle of elliptic curves having at least one nontrivial cofactor (greater than 1), if q 1 , . . . , q m > 12m 2 .
Proof. We first prove this for the simpler case where m = 2. Suppose that we have a 2-cycle of elliptic curves E 1 /F q 1 , E 2 /F q 2 with cofactors such that #E 1 (F q 1 ) = h 1 q 2 , #E 2 (F q 2 ) = h 2 q 1 . The Hasse bound for E 1 implies
We can express this as (
Applying the same argument to E 2 , we get the following two inequalities
We can then bound q 2 as follows
If h 1 > 1 or h 2 > 1, this implies that
The same argument applies for bounding q 1 . Hence for any 2-cycle with nontrivial cofactors, the elliptic curves must have small orders. We now extend the argument above to m-cycles with cofactors, for all m > 2. Suppose we have an m-cycle with cofactors #E 1 (F q 1 ) = h 1 q 2 , #E 2 (F q 2 ) = h 2 q 3 , . . . , #E m (F qm ) = h m q 1 . Applying the same argument as before, we have the inequalities
We simplify this to
If at least one of h 1 , . . . , h m is greater than 1, then we can bound q 1 as follows.
The above argument applies for q 2 , . . . , q m , hence q i ≤ (2 + √ 2) 2 m 2 < 12m 2 for each i. For cryptographic applications, we would require the elliptic curves to be defined over much larger fields than the size of the cycle, contrary to this bound.
Other cycles on parametrized families
We have shown in Section 7 that it is not possible to construct cycles of elliptic curves with nontrivial cofactors (and large orders relative to cycle length). Hence cycles of elliptic curves must be assembled from prime-order elliptic curves. At present the only known families of pairing-friendly prime-order elliptic curves are the MNT curves for k = 3, 4, 6, Freeman curves for k = 10 [Fre06] , and Barreto-Naehrig curves for k = 12 [BN05] . Now we prove that we cannot construct cycles from just Freeman curves or from just Barreto-Naehrig curves.
Proposition 8. There do not exist cycles consisting only of Freeman curves.
Proof. Lemma 4 poses a restriction on the sum of the traces in a cycle. The trace of the Freeman curves is parametrized by t(x) = 10x 2 + 5x + 3 (see Eq. (4)). We note that t(x) > 1 for all x ∈ R, since the discriminant of t(x) − 1 is −55. Hence the condition in Lemma 4 cannot be satisfied for cycles consisting only of Freeman curves.
Proposition 9. There do not exist cycles consisting only of Barreto-Naehrig curves.
Proof. We again use Lemma 4. The trace of the Barreto-Naehrig curves is parametrized by t(x) = 6x 2 + 1 (see Eq. (5)), hence if we have a family of elliptic curves consisting only of Barreto-Naehrig curves, then each trace has to be 1. So x = 0 and q(x) = n(x) = 1 for every curve in the cycle, which is impossible since q(x) and n(x) have to be prime.
We remark that the proof of Lemma 5 also shows that there do not exist cycles consisting of just Barreto-Naehrig curves and MNT curves of embedding degree 3.
For combinations of MNT, Freeman, and Barreto-Naehrig curves, we did a preliminary investigation using Gröbner bases to find solutions to the following system of polynomial equations in m variables x 1 , . . . , x m , where k 1 , . . . , k m ∈ {3, 4, 6, 10, 12}.
n k 1 (x 1 ) = q k 2 (x 2 ) , n k 2 (x 2 ) = q k 3 (x 3 ), . . . , n km (x m ) = q k 1 (x 1 ) .
For m ≤ 4 we found that the ideals generated by these polynomials have dimension 0 apart from the MNT cycles in Proposition 2, implying that we cannot construct other families of cycles of length up to 4. We leave it as an open problem to construct cycles from combinations of these families, or to show that they do not exist.
A Dual Elliptic Primes
In [Mih97, Mih07] , dual elliptic primes were introduced for applications in primality proving.
Definition 6 ([Mih07, Definition 10]). Two primes p, q are dual elliptic primes associated to an order O ⊆ Q( √ −D) if there is a prime π ∈ O such that p = ππ and q = (π + ε)(π + ε) with ε = ±1.
Dual elliptic primes are equivalent to 2-cycles of ordinary elliptic curves.
Proposition 10. Let p, q be dual elliptic primes associated to an order O ⊆ Q( √ −D). Then p, q correspond bijectively to a 2-cycle of ordinary elliptic curves E 1 /F p , E 2 /F q with complex multiplication by O.
Proof. Let p, q be dual elliptic primes. Then q = (π + ε)(π + ε) = p + ε(π + π) + 1 .
Let t 1 = −ε(π + π) and t 2 = ε((π + ε) + (π + ε)). Then q = p − t 1 + 1 and t 2 = −t 1 + 2, so p = q + 1 − t 2 . Thus the elliptic curves E 1 /F p , E 2 /F q with traces t 1 , t 2 respectively form a 2-cycle. Moreover, since p, q are the norms of principal O-ideals, these elliptic curves have complex multiplication by O. Conversely, let E 1 /F p , E 2 /F q be a 2-cycle of ordinary elliptic curves with complex multiplication by O. We can write the CM equations as 4p − t 2 1 = y 2 D and 4q − t 2 2 = y 2 D. Let λ 1 be a root of x 2 − t 1 x + p, and let λ 2 be a root of x 2 − t 2 x + q, chosen such that
Then p, q are the norms of the principal O-ideals (λ 1 ), (λ 2 ) respectively. Since t 2 = 2 − t 1 , we have λ 2 = 1 − λ 1 . Let ε = ±1 and π = −ελ 1 . Then p = λ 1 λ 1 = ππ, and q = λ 2 λ 2 = (π + ε)(π + ε). 
